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Briefing Overview 

¸ Introduction 

¸ Information Security Elements 

¸2011 Cyber Threats 

¸Cyber Crimes / Terrorism / Warfare 

¸Cyber Espionage 

¸Helpful Resources 

Sophos Security Threat Report 2011 
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My Advice 

1. Learn (as much as you can) 

2. People network 

3. Set reasonable goals 
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The Cyber Threats 

¸Cyber Crimes 

¸Cyber Terrorism 

¸Cyber Warfare 

¸Cyber Espionage 

GhostNet, Shadows in the Cloud, Stuxnet, ShadyRAT, ~DuQu 
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Customs of a Digital World 

¸Feelings of power 

¸Embrace new challenges 

¸Ethics do not apply 

¸Conduct criminal activity 

without repercussions 

¸People & online entities are 

disposable 
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Information Security 

¸Confidentiality 

¸Integrity 

¸Availability 
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“Security Incident” defined 

¸A computer security incident, [...], is 

any adverse event whereby some 

aspect of computer security could be 

threatened: loss of data confidentiality, 

disruption of data or system integrity, 

or disruption or denial of availability. 

 
Source:  NIST SP-800-3 
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“When something happens” 

 
¸Refer to established policies & procedures 

¸ Incident Response 

– CERT©  

– CSIRC 

– CSIRT 

– IHT 

¸Computer Forensics 

¸Review Defense in Depth protections 
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5 Key Facts of Digital Evidence  

1. Many types of crime involve 

digital evidence. 

2. Every crime scene is a digital 

evidence crime scene. 

3. Digital evidence is fragile. 

4. Digital evidence can be easily 

altered. 

5. Never assume digital evidence is 

destroyed. 
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We are 

a trusting society 
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2011 Technologies 

¸Social media had a widespread adoption 

¸Mobile technologies soared 

Changed the way we communicate with our family and business 

Users are driving the content 
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2011 Cyber Threats 

¸Fake anti-virus software 

¸Search engine poisoning 

¸Social Network ―social 

engineering‖ 

¸SPAM 

¸Malware 

¸Passwords 

¸Smart Phones 

¸Facebook Privacy 

¸Removable Media 

¸Malvertising 

¸Tablet Computing 

¸Espionage 
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Fake Anti-Virus Software 

¸Aka scareware or 

rogueware 

¸―Extortion-like‖ 

¸High risk for ID 

Theft 

¸500,000 variants 

in the wild 
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Search Engine Poisoning 

¸Google, Bing, Yahoo search engines 

¸Manipulated search results lure victims to 

malicious websites 

¸Malware promotes fake goods and 

services or attempts to steal PII 

¸(Luckily) Less than 2% of the results are 

poisoned 

 



UNCLASSIFIED 

UNCLASSIFIED 

Social Network 

 “social engineering” 
¸Facebook & Twitter 

¸500,000,000 users on Facebook 

¸―clickjacking‖ or UI redressing 

¸―likejacking‖ 

¸Stories of humor, celebrities, horror 

¸Results:  network-linked spam, granting 

access to PII or make purchases 

¸Privacy settings constantly change 
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SPAM 

¸Traditional email SPAM at business 

¸Offshare pharmaceuticals 

¸36 million Americans bought drugs from 

online unlicensed resellers 

¸A ―direct scam‖ 
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Malware 

¸Sophos global network of labs processed 

95,000 new malware samples every day in 

2010.    

¸This is almost a 100% increase from the 

50,000 samples analyzed daily in 2009. 
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Passwords 

¸Password strength 

¸Same password for multiple sites 

¸Infrequent password changes 

¸Increased malware infections of 

keyloggers and screenscraping software 
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Mobile Devices - iPhone 

¸Huge change to how we provide and 

interact with mobile content 

¸iPhone and Android phone botnet 

¸More iPhone IOS updates 

¸―Jailbreaking‖ popular – to install 

unapproved applications 

¸Connections to unapproved network 

connections 
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Mobile Devices - Android 

¸Malware on 1,000,000 

Android phones 

¸Malware in Wallpaper App 

secretly transmitted affected 

phones' numbers, 

subscriber identifiers, and 

voicemail numbers to a 

server in Shenzen, China. 
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Facebook Privacy 

¸Facebook comes under regular criticism 

for its provision, implementation and 

explanation of user privacy features. 

¸Directions for setting privacy preferences 

are vague and unclear—if and when 

they’re provided. 

¸ Once uploaded, information and content 

may be difficult or impossible to remove. 
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Removable Media 

¸USB Drives – Conficker(2008) and Stuxnet 

¸USB Drives distributed as freebies 

¸CD/DVDs – medium for Wikileaks 

¸MicroSD cards 

¸How are you incorporating ―loose media‖ 

in your DLP strategy? 
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Malvertising 

¸Malicious advertisements on legitimate 

websites 

¸Malware advertising is slipped into feeds 

from external advertisement resellers and 

appears alongside the standard set of ads 

¸Minnesota’s newspaper Star Tribune with 

online game Farm Town led to fake 

antivirus software scam 
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Tablet Computing 

¸―Free iPad‖ phishing and malware schemes 

¸iPad ―frashing‖ – unlocking IOS to run Flash 

¸always-on-anywhere-anyplace-anytime 

connectivity 

¸sloppiness of a finger-powered control 

system 

 



UNCLASSIFIED 

UNCLASSIFIED 

Your Best Defense 

¸Your best defense should include a 

combination of common sense decisions 

and protection software. Businesses and 

end users should employ this type of multi-

layered approach to avoid becoming the 

victims of malware. 

¸Education and awareness 

¸Implement a DLP 
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Espionage 

Industrial espionage, economic espionage or 

corporate espionage is a form of espionage 

conducted for commercial purposes instead of 

purely national security purposes. Economic 

espionage is conducted or orchestrated by 

governments and is international in scope, while 

industrial or corporate espionage is more often 

national and occurs between companies or 

corporations. 

Retrieved September 12, 2011 from http://en.wikipedia.org/wiki/Corporate_espionage 
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What Do They Want? 

¸Classified Information 

¸Proprietary Information 

¸Research and Development Information 

¸Customer Lists 

¸Business Plans 

¸Export Controlled Technology 

¸Security and Physical Plant Information 

¸Employee Lists 
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Where are They Getting 

Your Information? 

¸From your work sites 

¸From your computer networks 

¸From your trash 

¸From your foreign travels and foreign contacts 

¸From “Loose Lips” 

¸From “Work at Home” Computing Vulnerabilities 
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How are They Getting Your 

Information? 

¸Social engineering 

¸Computer hacking 

¸Exploitation of employees 

¸Placement of individuals into a company 

¸Proposed mergers & acquisitions 

¸Ruses (employment opportunities for employees) 

¸Layoffs, retirees, job hunters 
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Cost of a Data Breach 

According to a 2010 annual study by 

Symantec and the Ponemon Institute, the 

average organization cost of a data breach is 

now $7.2 million and the average cost per 

compromised record is $214. 

Reference: CDWG-Federal Solutions, July 2011, p.5. 
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Ramp Up Protection 

Implement a Data Loss Prevention (DLP) technology to 

protect against information loss. 

 

1. Begin with a Policy 

2. Have a Plan 

3. Work with Organizational Units 

4. Beef Up Identity Management 

5. Go Slow But Steady 
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Resources 

¸ NIST :  SP800-series @ www.nist.gov 

¸ SWGDE :  

¸ HTCIA :  www.htcia.org 

¸ InfraGard Chapters :  www.infragard.net, DFWG 

¸ Information Security Professional Associations 

¸ Internet Crime Complaint Center : www.ic3.gov 
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“Fate favors the prepared.” 

Douglas Roden 

Cyber Squad 

FBI Cincinnati Field Office 

 


